EMPLOYEE WORKPLACE & REMOTE MONI TORI NG PQOLI CY
Standard Operating Procedure, Privacy Franmework & Enpl oyee Consent (2026 Edition)

Conpany Nane: [Conpany Legal Nane] ("Conpany")

Effective Date: [Insert Date, e.g., Cctober 1, 2026]

Policy Version: 3.0 (Conprehensive 19-Section Franmewor k)

Revi ew Cycl e: Annual or Upon Substantive Tech/Legal Revisions

Applicable To: Al Enpl oyees, |Independent Contractors, and Third-Party Consultants

LEGAL DI SCLAI MER

This docunent is provided for informational and operational reference only and does
not constitute formal |egal advice. Labor, surveillance, and data privacy regul ations
vary across jurisdictions (e.g., the Digital Personal Data Protection Act in India,
GDPR in the EU, and state-level electronic nonitoring statutes in the United States).
Enpl oyers must have internal counsel review this tenplate before depl oynent.

The purpose of this Enployee Mnitoring Policy is to establish transparent, |awful,
and et hical standards under which [Conpany Nanme] observes workpl ace digital activities.
Monitoring telenetry is collected exclusively to:

a. Ensure accurate recording of billable hours and project velocity;

b. Provide verifiable proof-of-work for client billing and audits
c. Safeguard corporate trade secrets, source code, and client confidential data
d. Maintain robust cybersecurity hygi ene and prevent unauthorized data exfiltration
e. Prevent enpl oyee burnout by detecting overwork and optim zi ng workl oad bal ance
2. SCOPE

This Policy applies to all conputational hardware, |ocal networks, cloud accounts,

and digital communication channels owned, |eased, or utilized on behalf of the Conpany.
Thi s enconpasses corporate workstations, virtual desktop infrastructure (VD'), cloud
file repositories, and approved Bring Your Oan Device (BYOD) software sessions.

This Policy applies universally and w t hout exception to:
a. Regular full-tine and part-tine permanent enpl oyees;
b. I ndependent contractors and freel ance professionals;
c. Fixed-termconsultants, apprentices, and interns;
d. Executive, nmanagerial, and admi nistrative staff.
Moni toring paraneters are applied objectively across roles to prevent disparate inpact.

4.1 Corporate-Owmed Devices:
Al'l | aptops, desktops, tablets, and snmartphones provisioned by the Conpany remain
the exclusive property of [Conpany Nane]. Enpl oyees acknow edge they possess no



reasonabl e expectation of personal privacy on corporate hardware.

4.2 Personal (BYOD) Hardware:

Personal | aptops and hone conputers are subject to nonitoring ONLY when the enpl oyee
actively launches the designated tracking client (e.g., TrackLabs) or logs into a
secure corporate VDl session. Personal partitions, off-duty activity, and persona
har dware sensors remain conpletely private and unnonitored

Monitoring is restricted strictly to designated, paid working hours:
a. For fixed-shift personnel, nonitoring coincides with schedul ed shift w ndows;
b. For flexible or asynchronous personnel, nonitoring occurs only while the
enpl oyee has explicitly toggled the tinmer to "Active Tracking"
c. Zero nonitoring occurs during neal breaks, personal pauses, or outside shifts.

6.1 Interactive vs. Autonmated Tracking:
Enpl oyees must record project hours through the authorized client. Interactive
timers allow enployees to start, pause, and categorize tinme by project and task

6.2 OQvertinme Authorization:
Al'l overtinme beyond standard weekly limts (e.g., 40 hours/week or |ocal statutory
threshol ds) requires advance witten approval fromthe direct supervisor.

7.1 Frequency & Capture Moddes
Peri odic screen captures are captured at random zed intervals (1 to 3 captures per
10-minute work bl ock) solely while an active work timer is running.

7.2 Automated Privacy Masking (Blurring):
The Conpany enforces automated screenshot blurring to obscure sensitive persona
i nformation, passwords, banking portals, and private chat snippets.

7.3 Enpl oyee Inspection & Deletion Rights:

Enpl oyees may inspect all captures recorded on their account. If an accidenta
capture contains private or sensitive personal natter, the enployee may delete it;
the corresponding 10-mi nute block will be deducted fromrecorded billable hours

Sof tware tracks active window titles, application names, and browser URL domai ns
to establish productivity benchnarks:
- Productive: Core business tools (e.g., IDEs, Jira, Figma, G tHub, CGoogle Docs);
- Neutral: Search engines, reference portals, utility prograrns;
- Non-Productive: Social nedia, video gam ng, and stream ng entertainnment.
Tel emetry inforns workl oad bal ance and training, not punitive m cronmanagenent.



9. ACTIVE VS. |IDLE TIME
Activity levels are neasured through aggregate keyboard and nouse novenent percentages.
If no input activity is detected for ten (10) consecutive minutes, the tracki ng agent
flags the session as idle and displays an inactivity pronpt:
a. Keep Ofline Tine: If engaged in work-related offline tasks (e.g., client call,
manual document review), the enployee may categorize the offline duration;
b. Discard Idle Time: The inactive period is excised fromthe billable tinesheet.

10. | NFORMATI ON EXPLI CI TLY NOT MONI TORED

To protect fundanental privacy rights, the Conpany and its software tools NEVER
Log i ndividual keystrokes (no keyl oggi ng of characters, passwords, or PINs);
Record audi o via device m crophones;

Stream or capture video via device webcans;

Moni t or personal emmils, personal WhatsApp, social nedia, or banking accounts;
Track devices outside of billable shift hours or while the tracker is paused,;
Track physical |ocation/GPS when of f-duty.

Toao0 o

Access to nmonitoring telenetry is strictly governed by Rol e-Based Access Control (RBAC):
- Direct Supervisors: View aggregate hours, task allocations, and blurred captures
for direct reports only;
- HR & Payroll O ficers: Viewtinmesheet summari es and attendance records for
conpensati on and | eave cal cul ati ons;
- Executive Leadershi p: Access anonym zed, departnent-level productivity nmetrics;
- System Adnmini strators: Mnage platformconfigurations, tenant access, and audit | ogs.
Data wi || never be shared, sold, or disclosed to unauthorized third parties.

In conpliance with data mnimzation nandates (e.g., Section 8(7) of India s DPDP Act
and Article 5 of the EU GDPR):
a. Screenshot Captures: Automatically purged after ninety (90) cal endar days;
b. Granular URL & App Logs: Retained for one hundred and eighty (180) cal endar days;
c. Sunmary Ti mesheets & Payroll Records: Retained for statutory periods
(typically 3 to 7 years in accordance with tax and | abor audit |aws).

Enpl oyees maintain explicit rights regarding their personal telenetry:
a. Right to Transparency: Full disclosure of all nmetrics recorded;
Ri ght to Access: Unrestricted dashboard access to view personal historical |ogs;
Ri ght to Pause: Freedomto pause tracking instantly for personal errands;
Right to Correction: Ability to request correction of inaccurate tinmesheet |ogs.

oo

14. BRI NG YOUR OMWN DEVI CE (BYOD) RULES



For team nenbers utilizing personal |aptops or hone conputers
a. The tracking agent functions exclusively in manual, user-initiated node;
b. The application stops all telenetry collection the monent "Stop" is clicked
c. The Conpany possesses no technical capability to view personal files, photos
search history outside work hours, or hone network traffic

Renote and hybrid team nenbers are subject to identical standards as office staff:
a. Monitoring verifies proof-of-work w thout requiring invasive surveillance
b. Enpl oyees are eval uated agai nst agreed deliverables, sprint velocity, and
m | estones rather than continuous nouse novenent;
c. Tine zone differences are respected, with flexible tracking intervals all owed
upon supervi sory agreenent.

If an enpl oyee disputes a recorded tine entry, an idle flag, or a screenshot capture:
a. Step 1: Raise the dispute informally with the direct manager within 5 business days;
b. Step 2: If unresolved, escalate to the HR Departnment or designated Data
Protection Oficer (DPO at [Insert Contact Email, e.g., privacy@onpany.conj;
c. Step 3: An objective review of audit logs will be conducted, with a witten
resolution provided within ten (10) business days.
No enpl oyee will face adverse retaliation for raising a good-faith privacy inquiry.

Al monitoring telemetry is protected by enterprise-grade cryptographic standards:
a. In-Transit Encryption: Al data transnmitted via TLS 1.3 cryptographic protocols;
b. At-Rest Encryption: Al screenshots and | ogs encrypted with AES-256
c. Infrastructure: Hosted in SOC-2 Type Il and I SO | EC 27001 certified data centers
with multi-factor authentication (MFA) and automated vul nerability scanning

The Conpany reserves the right to amend this Policy to reflect technical advances or
evolving statutory mandates (e.g., changes under the DPDP Act or | abor codes)

Enpl oyees will receive at least thirty (30) cal endar days of advance witten notice
prior to the effective date of any material amendnents.

I hereby confirmthat | have received, read, and understand the [ Conpany Nane]
Enpl oyee Workpl ace & Renpte Monitoring Policy (Version 3.0).

I understand that the Conpany utilizes workforce software (e.g., TrackLabs) to record
billable time, verify proof of work, nonitor application/URL usage during paid hours,
and capture periodic blurred screenshots as set forth herein



I consent to the collection, processing, and retention of ny workplace telemetry
in strict accordance with this Policy for the duration of ny enploynment or contract.

Enpl oyee Full Nane:

Job Title / Departnent:
Enpl oyee |1 D Nunber:

Cor porate Email:

Ofice / Renote Location:
Date of Signature:

Enpl oyee Si gnature:




